	ONE™ Network Order Agreement Terms and Conditions

Smart Systems for Health Agency
As of September 21, 2005


Article 1 BACKGROUND

1.1 Purpose.  This Agreement sets out the terms and conditions under which SSHA will provide the Services to Client.  

Article 2 TERM AND TERMINATION

2.1 Term.  This Agreement shall be effective as of the Effective Date and shall continue until terminated in accordance with the terms and conditions set out in this Article 2.  

2.2 Material Breach.  In the event of a breach of this Agreement, the non-breaching party may terminate this Agreement upon written notice to the other party provided that the non-defaulting party has given the breaching party prior written notice of the breach which describes the nature of the breach and the breaching party has failed to cure the breach within thirty (30) days of the prior written notice.  

2.3 For Convenience.  At any time more than six (6) months after the Effective Date, Client or SSHA may terminate this Agreement upon ninety (90) days written notice to the other party.  

2.4 Change to Policies.  For a period of ten (10) Business Days following any date on which  SSHA issues a notice of any change to the Policies to Client,  if that change is unacceptable to Client, Client may terminate this Agreement upon thirty (30) days written notice to SSHA.  

2.5 Survival.  Those sections which by their nature should survive the termination or expiration of this Agreement, including but not limited to section 2.5, Article 4 as it relates to the Privacy, Confidentiality and Freedom of Information Policy, and Articles 5, 6, and 7 will remain in full force and effect following the expiration or termination of this Agreement.

Article 3 SERVICES

3.1 Services.  Subject to the other provisions of this Agreement, Client agrees to retain SSHA to provide, and SSHA agrees to provide, the circuits described in this Agreement and any related services described in the following provisions of this Article 3 (the “Services”).

3.2 Service Level Commitment.  SSHA will use commercially reasonable efforts to provide the Services, but SSHA makes no service level commitments in this Agreement. 

3.3 Distribution of Services.  Client shall cause any individual who is an employee, agent, consultant or other representative of Client and who is authorized by Client to use all or part of the Services that are intended for individual use (its “End Users”) to comply with this Agreement and is responsible for the acts and omissions of its End Users as if such acts and omissions were the acts and omissions of Client.

3.4 Service Equipment.  The provision of Services may include the provision of Service Equipment.  Service Equipment means any equipment or software selected by and provided by SSHA (or any Representative of SSHA) to Client in conjunction with any Services including without limitation servers, routers, modems, cables, fibre optic cable, panels or switching equipment but not including any equipment that has been purchased by Client.  With respect to any Service Equipment:

(a) Provision.  Client acknowledges that the provision of any item of Service Equipment is in SSHA’s sole discretion.

(b) Access.  Client shall ensure that SSHA or its Representatives may access any site specified in this Agreement (“Authorized Site’) to deliver, install, maintain, inspect, disconnect or remove any Service Equipment located or to be located at such site.  

(c) Service Equipment.  Client will ensure that any Service Equipment is installed, used, stored and maintained in a manner and in an environment which conforms to the relevant manufacturer’s specifications, any specifications provided by SSHA and this Agreement.  Client will be responsible for the loss of and risk or damage to the Service Equipment that is located at an Authorized Site, except where caused by the negligence or wilful misconduct of SSHA.  

(d) Modifications.  SSHA in its sole discretion may replace or modify any item of Service Equipment, so long as doing so does not have a material adverse impact on the Services in connection with which that item of Services Equipment was originally provided.

(e) Ownership.  Service Equipment remains the property of SSHA or its suppliers, and Client shall not acquire any interest in, nor file or permit any liens or other encumbrances upon the Service Equipment. 

(f) Return.  Upon the termination of any Service in connection with which any Service Equipment was provided, Client is responsible for ensuring the return of that Service Equipment to a location designated by SSHA. 

(g) Equipment.  Except for Service Equipment, Client is responsible for providing any equipment, software or services required by Client to access and use all or part of the Services.

3.5 Support.  SSHA will provide Client with access to technical support and assistance relating to the Services, but SSHA makes no support commitments in this Agreement..  

3.6 IP Addresses.  Client acknowledges that Client has no right, title or interest in or to any IP addresses assigned to Client by SSHA or its Representatives in connection with any Services.  If a fixed IP address is assigned to Client, SSHA or its suppliers may change any such address upon notice to Client.  

3.7 Additional Services.  Any additional services related to the Services that are requested by Client and that SSHA in its sole discretion provides are deemed to be Services provided pursuant to the terms and conditions of this Agreement.

Article 4 Privacy, Security and Acceptable Use

4.1 Compliance. Client acknowledges that it has read SSHA’s Acceptable Use Policy attached as Schedule One, SSHA’s Privacy, Confidentiality and Freedom of Information Policy attached as Schedule Two, and SSHA’s Security Policy attached as Schedule Three (collectively, the “SSHA Policies”, each being an “SSHA Policy”) and agrees to comply with the SSHA Policies.  Client will cause its End Users to read and to comply with the SSHA Policies.  Any violation of the SSHA Policies or any laws by Client (or by any End User) is a material breach of this Agreement by Client and SSHA may, in its sole discretion, restrict, suspend or terminate the Services, upon written notice, without an opportunity to cure notwithstanding section 2.2.  

4.2 Revisions to SSHA Policies. SSHA may revise any of the SSHA Policies, from time to time, in its sole discretion, and Client agrees to abide by the SSHA Policies as amended from time to time.  SSHA will give Client notice of any such changes to the SSHA Policies.  CLIENT’S CONTINUED USE OF THE SERVICES CONSTITUTES ACCEPTANCE OF THE CHANGE.  

Article 5 PRICING, PAYMENT, AND COST ALLOCATION

5.1 SSHA.  SSHA will bear the cost of delivering the Services.  

5.2 Client.  Client will bear the cost and responsibility of engaging and using the Services, including but not limited to acquiring, installing and maintaining any equipment (other than Service Equipment) and telecommunications facilities required by Client to obtain the Services and interconnect with SSHA’s technology infrastructure.

Article 6 Warranties and LIMITATION OF LIABILITY

6.1 Warranty.  SSHA will provide the Services in a professional and workman-like manner.  

6.2 Disclaimer.  CLIENT ACKNOWLEDGES THAT THE SERVICES MAY NOT ALWAYS BE AVAILABLE, AND WITH THE EXCEPTION OF ANY EXPRESS WARRANTIES CONTAINED IN THIS AGREEMENT, SSHA EXPRESSLY DISCLAIMS ANY OTHER REPRESENTATIONS, WARRANTIES, OR CONDITIONS WITH RESPECT TO THE SERVICES OR OTHERWISE ARISING FROM THIS AGREEMENT WHETHER EXPRESS OR IMPLIED, PAST OR PRESENT, STATUTORY OR OTHERWISE, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OR CONDITIONS OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE AND ANY WARRANTY THAT THE SERVICES WILL BE UNINTERRUPTED, SECURE OR ERROR FREE.  

6.3 Limit.  IN NO EVENT SHALL THE TOTAL CUMULATIVE LIABILITY OF SSHA (INCLUDING ITS REPRESENTATIVES AND SUPPLIERS) TO CLIENT, ITS END USERS OR ITS PATIENTS, FOR ANY CLAIMS ARISING OUT OF OR RELATING TO THIS AGREEMENT, EXCEED FIVE THOUSAND DOLLARS ($5,000).  

6.4 Indirect Damages.  SSHA (INCLUDING ITS REPRESENTATIVES) SHALL NOT BE LIABLE TO CLIENT, ITS END USERS OR ITS PATIENTS IN ANY WAY WHATSOEVER, FOR ANY INDIRECT, PUNITIVE, INCIDENTAL, SPECIAL OR CONSEQUENTIAL DAMAGES, INCLUDING BUT NOT LIMITED TO, LOSS OF DATA, REVENUE OR PROFIT RESULTING FROM OR ARISING IN CONNECTION WITH THIS AGREEMENT OR THE PROVISION OR USE OF THE SERVICES OR THE PROVISION OR USE OF ANY SERVICE EQUIPMENT.  THIS LIMITATION SHALL APPLY WHETHER OR NOT SUCH DAMAGES ARE FORESEEABLE, OR WHETHER THE DEFAULTING PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 

6.5 Exclusions.  THE LIMITATIONS OF LIABILITY SET OUT IN THIS ARTICLE 6 DO NOT APPLY TO ANY CLAIM ARISING FROM WILFUL MISCONDUCT OF SSHA OR CLIENT.  OTHERWISE, THE FOREGOING PROVISIONS LIMITING THE LIABILITY SHALL APPLY REGARDLESS OF THE FORM OR CAUSE OF ACTION, WHETHER IN CONTRACT OR TORT (INCLUDING NEGLIGENCE), OR A BREACH OF A FUNDAMENTAL TERM OR CONDITION OR A FAILURE OF ESSENTIAL PURPOSE. 

Article 7 MISCELLANEOUS
7.1 Governing Law.  This Agreement will be governed by the laws of the Province of Ontario and the laws of Canada applicable therein, without reference to the conflict of laws provisions.  The parties consent to the jurisdiction of the courts of Ontario.

7.2 Force Majeure.  Neither party will be liable for any failure or delay in its performance under this Agreement due to any cause beyond its reasonable control that could not have been avoided by the exercise of reasonable foresight provided that such party gives the other party prompt notice of such cause, and uses its reasonable commercial efforts to promptly correct such failure or delay in performance.   If SSHA is unable to provide Services for a period of thirty (30) consecutive days as a result of a continuing force majeure event, either party may terminate this Agreement upon written notice to the other party without any further liability or obligation of either party hereunder.

SCHEDULE ONE - ACCEPTABLE USE POLICY

1.0 SUMMARY

This policy establishes the acceptable use requirements for Smart Systems for Health Agency (SSHA) products, services and the technology infrastructure used by SSHA to provide them.  This policy may be amended by SSHA.  Suggestions for amendments and inquiries for interpretation or additional information should be directed to the Chief Privacy and Security Officer. 

2.0 SCOPE AND APPLICATION

2.1 This policy applies to all users.  Any person who accesses or uses the technology infrastructure or uses a product or service provided by SSHA is a “user”.  A “person” includes any individual, person, estate, trust, firm, partnership or corporations, government or any agency or ministry of any government, and includes any successor to any of the foregoing.

3.0 ACCOUNTABILITY

3.1 Each client organization is responsible for any access or use of the technology infrastructure or any product or service provided by SSHA made by any user who is an individual and who obtained his or her user ID and password to access the technology infrastructure and any product or service provided by SSHA from that client organization or at the direction of that client organization.  

4.0 ACCEPTABLE uSE

4.1 Acceptable use refers to the use of SSHA Services for the client’s health care-related business activities.

5.0 INAPPROPRIATE AND ILLEGAL USES

5.1 Unacceptable use refers to any illegal use or any inappropriate use as defined in this policy. 

5.2 Illegal use is the creation, collection, transmission, storage or exchange of any material in violation of any applicable law or regulation. Illegal use includes but is not limited to: 

(1) Defaming other persons (e.g., spreading false allegations or rumours about others).

(2) Unlawfully accessing, destroying, encrypting or altering information.

(3) Making, possessing or distributing computer programs that are designed to assist in obtaining unlawful access to computer systems unless authorized by SSHA.

(4) Wilfully promoting hatred against any identifiable group or individual by communicating such statements outside of private conversations.

(5) Harassing other persons electronically (e.g., making threats to a person’s safety or property).

(6) Possessing, viewing, downloading, transmitting, or storing any child pornography or any involvement whatsoever with the traffic of such material.

(7) Using someone else’s password or encryption keys to engage in fraud or embezzlement. 

(8) Breaching copyright, trade secret, or other intellectual property rights without proper authorization (e.g., breaching software licences, pirating recorded music or movie videos, stealing trade secrets). 

5.3 Inappropriate use includes, but is not limited to, any of the following behaviours or any other behaviour that may jeopardize SSHA’s products or services, may expose SSHA to civil liability or is adverse to SSHA’s business interests: 

(1) Wilfully bypassing or subverting SSHA physical, logical or procedural safeguards such as firewalls, web-filtering software or other access controls.

(2) Vandalism, which is defined as any malicious attempt to harm or destroy the information of another user, the Internet or other networks. This includes but is not limited to:

(a) Creating and/or uploading computer viruses or other harmful code. 

(b) Mail and subscription bombing.

(c) Denial of Service (DoS) attacks, including attempts to disrupt services.

(3) Harassment , including:

(a) The persistent non-working-related contact of another person when it is known, or ought to be known, that such contact is unwelcome.

(b) The interference in another person’s work. 

(c) Accessing, displaying, storing, downloading or transmitting any software, data, graphic, or image which is offensive or would contribute to a poisoned work environment.

(4) The sending of unwanted e-mail or unsolicited commercial or advertising material to any other person. 

(5) Deliberate unauthorized access to information, facilities or services accessible through the SSHA infrastructure.

(6) Deliberate attempts to access restricted Internet sites. 

(7) Unauthorized use, destruction, encryption, alteration or disclosure of personal information, business trade secrets, or sensitive SSHA information.

(8) Sending anonymous messages or impersonating any other person.

(9) Discrediting other persons through electronic communications.

(10) Selling, sharing or otherwise redistributing SSHA products or services without written authorization from SSHA.

(11) Electronic gambling on the Internet.

5.4 Users must not use SSHA services in any manner that constitutes an unacceptable use or that is otherwise prohibited under the terms of this policy.

6.0 SECURITY

Users must ensure that passwords, secure tokens, digital certificates and any other identifiers used by Client to directly or indirectly gain access to SSHA services are safeguarded.

7.0 MANAGEMENT OF BREACHES AND INCIDENTS

7.1 Users must:

(1) Co-operate with SSHA on the management of breaches of this policy. This responsibility includes, but is not limited to, participating in investigations; and 

(2) Immediately report to the help desk from which they receive technical support in regard to SSHA’s products and services all breaches of this policy or other incidents that involve SSHA products or services.   

7.2 Client organizations must:

(1) Co-operate with SSHA on the management of breaches of this policy. This responsibility includes, but is not limited to, participating in investigations and assisting with the development and distribution of communications; and 

(2) Reporting all breaches of this policy or other incidents that involve SSHA products or services to SSHA so that SSHA can respond as swiftly and efficiently as possible. 

8.0 BREACHES OF THIS POLICY

8.1 Breaches of this policy may result in criminal or civil liability. 

8.2 SSHA reserves the right to investigate suspected breaches of this policy, and users must co-operate with any such investigation. 

8.3 Although SSHA is not obligated to monitor content and assumes no responsibility for any information or material that is transmitted by users of the services or Internet, SSHA reserves the right, subject to all applicable laws relating to the protection of personal information, to investigate content posted or transmitted through use of the services and may block access to, refuse to post, or remove any information or material that it deems to be in breach of this policy. 

8.4 SSHA may report breaches of this policy committed by a user to the client organization responsible for that user’s actions. 

8.5 SSHA assumes no liability for enforcing or not enforcing this policy, and failure by SSHA to enforce any part of this policy shall not constitute waiver by SSHA of any right to do so at any time. 

8.6 If any provision of this policy is found to be invalid or unenforceable, then that provision will be enforced to the extent permissible, and all other provisions will remain in full force and effect. 

9.0 GLOSSARY 

Access – The process of obtaining data from or placing data into a computer system or storage device.

Storage – The process of placing data or information in a location for later retrieval, use or disposal. 

Technology infrastructure – the technology infrastructure that SSHA uses to provide services to its clients.

Transmit – To transfer or send information or assets from one person or place to another.  

SCHEDULE TWO - PRIVACY, CONFIDENTIALITY AND FREEDOM OF INFORMATION POLICY
1. Types of Information

1.1 “Personal Information” is defined as recorded information about an identifiable individual, including a physical description or a photograph of a person attached to other personal information, even where no name is given.  Personal Health Information is a subset of Personal Information.

1.2 “Confidential Information” is defined as any and all information and materials which: 
(a) are designated in writing, as confidential at the time of disclosure, or

(b) if disclosed orally or visually, are designated in writing, as confidential, within thirty (30) days of disclosure, or 

(c) a reasonable person, having regard to the circumstances and the information, would regard as confidential.
1.3 Without limiting the definition of Confidential Information, SSHA’s Confidential Information includes:

(a) any information SSHA is obliged not to disclose pursuant to law or statute under such acts such as the Freedom of Information and Protection of Privacy Act, R.S.O 1990; the Mental Health Act, R.S.O 1990; the Provincial Offences Act, R.S.O 1990; or any other applicable provincial and federal legislation.

(b) any information related to the client’s business including, but not limited to, customers, technical information, financial information and information pertaining to current and future products.

1.4 Both parties recognize that the protection of the Confidential Information (as defined above) by the receiving party (the “Recipient”) is of vital importance to the party disclosing that information (the “Disclosing Party”).

2. Adherence to PHIPA

2.1 SSHA is obligated to comply with the Personal Health Information Protection Act, 2004 (“PHIPA”) and all associated regulations in its designation, when providing network services, as a health information network provider (“HINP”).

2.2 In its role as a HINP, SSHA shall:

(a) not use or disclose any Personal Health Information to which it has access in the course of providing services except as needed to provide the service in question or as required by law;

(b) notify in the event of inappropriate or unauthorized access, use, disclosure or disposal of Personal Health Information;

(c) provide plain language descriptions of provided services, general safeguards, and any applicable and appropriate document to the Client and the general public; 

(d) keep and make available electronic records of accesses and transfer of personal information associated with each Client that identify the user, date and time as required by law;

(e) assess the threats, vulnerabilities and risks of the services provided, as well as how the services may affect individual privacy;

(f) ensure that third party service provider / partners agree to the restrictions and conditions that enable SSHA to comply with the legislation; and,

(g) enter into a written agreement with the Client that describes the provided services, describes the administrative, technical and physical safeguards, and obligates the Client to comply with PHIPA.

3. Adherence to FIPPA

3.1 SSHA is obligated to comply with the Freedom of Information Protection of Privacy Act, 1990, (“FIPPA”) and all associated regulations in its designation as an institution.

3.2 SSHA and Client will work cooperatively in addressing requests made under FIPPA.

4. Freedom of Information Obligations

4.1 In its role as an Institution, SSHA is obligated to respond and disclose information under the freedom of information provisions of FIPPA.  These obligations include, but are not limited to, the following:

(a) The Client acknowledges that all information that is in the custody or control of SSHA is subject to the access provisions of FIPPA.  Therefore, SSHA cannot guarantee confidentiality in the event of a request for access.

(b) In the event of a conflict of laws that occurs during an access request, SSHA will obtain legal advice prior to responding to the request.

(c) To the extent permitted under FIPPA, SSHA will inform the Client of any access request that may reveal a trade secret or scientific, technical, commercial, financial or labour relations information supplied in confidence by the Client to SSHA so the Client may make representations with respect to the proposed disclosure.

4.2 Neither party shall be liable for disclosure of Confidential Information if disclosure is required by any law applicable in the Province of Ontario, provided that the Recipient, to the extent permitted by law, notifies the Disclosing Party of any such requirement as soon as legally permissible, so that the Disclosing Party may seek a protective order or other relief. 

4.3 As between the Disclosing Party and the Recipient, the Disclosing Party is the owner of its Confidential Information, and except to the extent set out in this Agreement, no interest, license or other right in or to the Confidential Information is granted to the Recipient or implied simply by the disclosure of the Confidential Information.

4.4 SSHA and Client acknowledge that Confidential Information of each party will be exchanged during the term of this Agreement and agree to be bound by the terms and conditions regarding Confidential Information and Freedom of Information requests.

5. Standard

5.1 Each party will comply with any laws pertaining to the privacy protection of Personal Information to which it is subject.

5.2 Each party will use the Confidential Information only in accordance with this Agreement and only for the purpose of fulfilling its obligations and exercising its rights under this Agreement.  

5.3 Each party will not use, manipulate or exploit Confidential Information in any other manner, and will notify the other party upon becoming aware of any unauthorized use of the Confidential Information.    

5.4 Except to the extent expressly set out in this agreement:

(a) All Confidential Information provided by the Disclosing Party is provided on an ‘as is’ basis without any warranty, representation or condition or any kind.

(b) WITHOUT LIMITING SECTION 5.1(a), THE Disclosing Party expressly excludes the following representations, conditions and warranties with respect to its confidential information: accuracy, completeness or non-infringement of trademarks, patents, copyrights or any intellectual property rights or other rights of third persons.

5.5 The parties acknowledge that the Confidential Information (including but not limited to the copyright, proprietary rights, and/or trade secret interests that are embodied in the Confidential Information) of the Disclosing Party is of value to the Disclosing Party and that disclosure or unauthorized use of that Confidential Information by the Recipient will cause irreparable injury to the Disclosing Party.  Consequently, the Recipient agrees that in addition to any other remedies that the Disclosing Party may have, the Disclosing Party will be entitled to seek injunctive and other equitable relief, as a matter of right, to prevent the breach or the further breach this Agreement.

5.6 Upon expiration or termination of this Agreement or at the Disclosing Party’s request, the Recipient will:

(a) return all Confidential Information disclosed to it by the Disclosing Party and all copies thereof, regardless of form;

(b) destroy any such Confidential Information that cannot be returned; and

(c) furnish to Disclosing Party, as soon as reasonably practicable, a certificate signed by an executive of Recipient attesting to such return or destruction. 

5.7 Notwithstanding section 5.3,  

(a) SSHA may retain any back-up tapes produced in conjunction with the Services until such time as they are scheduled to be destroyed in conjunction with SSHA’s policies and procedures with respect to the retention of back-ups.  

(b) Either party may retain any Confidential Information of the other party that it is required to keep pursuant to any Laws, for so long as it is required to do so.

SCHEDULE THREE - SECURITY POLICY

6. Additional Definitions. In addition to those definitions set out elsewhere in this Agreement, the following definitions apply to this Schedule:

(a) “Client Equipment” means any equipment or software in the possession or control of Client that Client uses in conjunction with the Services that is not Service Equipment. 

(b) “Client Network” means any network(s) operated or controlled by Client up to the demarcation point where such client network(s) interconnect with SSHA’s technology infrastructure.

(c) “ONE Network Remote” means the remote virtual private network.

(d) “ONE Network” means the managed private network operated by SSHA

7. SSHA Safeguards. SSHA has designed and implemented the SSHA ONE Network as a secure private network to be used by health care professionals when communicating with each other. For further information on the types of safeguards that SSHA uses, please contact SSHA. 

8. Client Data. Client is responsible for any materials that Client transmits over the SSHA ONE Network and determining whether such materials can appropriately be transmitted over the SSHA ONE Network without encryption or other safeguards (given the nature and sensitivity of the materials being transmitted).  If Client determines that any safeguard is required when transmitting such materials, Client will implement such safeguard.  As well, Client is responsible for verifying the accuracy of any data that it receives over the SSHA ONE Network.

9. Equipment. Client is responsible for the security of the Service Equipment and Client’s own tangible assets, including but not limited to Client Equipment, premises and utilities. This obligation includes maintenance of an inventory of Client’s assets forming part of the Client Network, identification of possible risks and implementation of administrative, physical and technical means to secure such assets. At a minimum, Client will locate Service Equipment, if any, in a physically enclosed secure location that is accessible only to authorized persons.  

4.1 Client Equipment connected to SSHA’s technology infrastructure (e.g. desktops, laptops, printers) must be password protected (if they are capable of being password protected), and SSHA recommends that such devices be kept in secure locations, but at a minimum, they must not be left unattended unless secured either with a cable locking mechanism or by being placed in a locked drawer or cabinet.

4.2 Client will not connect to, modify, reconfigure, or alter the Service Equipment in any manner without the prior written approval of SSHA.

4.3 Client will provide the infrastructure and environment necessary for the safe operation of the Service Equipment such as locating the Service Equipment in a dry, clean, well ventilated, and temperature controlled location and providing an appropriate uninterrupted power supply.  All Service Equipment must be placed on a rack or appropriate shelf and positioned to provide ample working space in and around it.

4.4 From time to time, SSHA may provide to Client certain guidelines with respect to Client Equipment. Client acknowledges that it may not be able to receive and use the Services (because of compatibility issues) should its Client Equipment not conform to such guidelines.

5. Client Network Security. Client is responsible for the security and operation of Client Network, and Client will use organizational, administrative, physical and technical means to limit physical and virtual access to any computer terminal or other device interconnected with the SSHA ONE Network. The Client must:

(a) implement and regularly up-date reasonable anti-virus, anti-spam software and relevant patches on the Client Network.

(b) regularly monitor the Client Network for security breaches; 

(c) implement such controls as are reasonably necessary to prevent security breaches relating to the Client Network and, in any event, use commercially reasonable efforts to minimize the impact of any security breaches on the Client Network; and 

(d) regularly monitor the Client Network and applications used on the Client Network in a manner consistent with good network administration practices; and

(e) not enable IP forwarding on any server or workstation deployed within the Client Network.

6. Access Control. The Client must: 

(a) select strong passwords which are a reasonable length and mix letters, numbers and characters as per industry standards and best practices;

(b) ensure that passwords, secure tokens, digital certificates and any other authentication credentials used by Client to directly or indirectly gain access to SSHA services are safeguarded; and

(c) use organizational, administrative, physical and technical means to protect any user authentication credentials, passwords or secure tokens assigned to Client or Client’s End Users that enable them to access or use the Services.

6.1 Should Client determine that a user authentication credential has been or may have been compromised, Client’s Primary Contact will report that incident or concern to the Technical Resource Centre or the help desk from which they receive technical support.

7. Program. Client will establish its own security program that includes an incident response approach and risk management process. At a minimum, Client will, and shall cause its End Users to, report all actual or potential security incidents against network and information resources. Incidents to be reported include but are not limited to denial of service, intrusions, unauthorized access attempts or malicious code incidents and should be reported to Client’s Primary Contact (as set out on the Agreement) who will report them to the help desk from which Client receives technical support.  When reporting any such incident, Client will provide all information that it is reasonably able to provide with respect to that security incident and reasonable assistance to enable SSHA to verify, contain where possible, resolve and recover from the security incident.  SSHA will use commercially reasonable efforts to resolve each security incident relating to the SSHA ONE Network or Services reported by Client.

8.  
Internet. Client may not connect any computer or other device connected to the SSHA ONE Network to any other Internet service. Client will relinquish all such connections to the Internet and connect to the Internet via the SSHA ONE Network.
9.
Remote Access. Client will not connect remotely (other than from Authorized Site) to SSHA’s technology infrastructure other than through the ONE Network Remote or other technological means approved by SSHA. Client will not, and will ensure that its End User’s do not, modify or change any configurations or topologies of any ONE Network Remote or means of remote access approved by SSHA other than with the prior written approval of SSHA. Client’s Primary Contact is responsible for managing which End Users are allowed to access SSHA’s technology infrastructure remotely.

10.
DNS or DHCP. Client will not run alternative domain name service (“DNS”) or dynamic host control protocol (“DHCP”) in connection with any circuits forming part of the SSHA ONE Network.

11.
Additional Firewall. SSHA does not recommend that Client deploy any firewall between any small office firewall appliance provided by SSHA (if applicable) and Client Network. However, should Client wish to provide its own additional firewall service, Client will:

(a) be responsible for creating and administering its own remote virtual private network solution;

(b) be responsible for managing its own local area network address space including the potential use of a DHCP service and use of DNS;

(c) be responsible for ensuring that its additional firewall service performs network address translation (NAT) and stateful inspection; and 

(d) not enable IP forwarding on any server or workstation deployed within the Client Network.

12.
Tools. Client will not run network contouring, vulnerability assessment, hacking tools, or configuration tools against any Service Equipment or any network circuits without the prior written approval of SSHA.

13,
Client Contact. Client’s Primary Contact is responsible for coordinating all matters relating to End User access (including authorization, password changes and the addition, modification or removal of End Users with SSHA) and shall be the sole representative of Client who is authorized to communicate any related requests to SSHA.
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