MR 32

Agencies must have policies in place to guide staff when they are required to disclose information.

Application

All funded agencies

Rationale

The Personal Health Information Protection Act, 2004 (PHIPA) was intended to facilitate the provision of health care while ensuring that personal health information remains protected. To achieve those two objectives, PHIPA allows health care providers who are involved in the patient’s care to share personal health information based on implied consent, under certain circumstances. Although PHIPA permits the disclosure of information without express consent, it does not require it. Consequently agencies may still choose to obtain written consent. The type of information that can be disclosed, to whom, and under what circumstances, should be the subject of agency policy and procedure.

Discussion

Until the passage of PHIPA in 2004 there was no broadly applicable legislation binding all mental health and addiction agencies with respect to the management of personal health information. The introduction of PHIPA signaled changes in Ontario’s legal requirements for the collection, use and disclosure of that information. Full discussion of those requirements is beyond the scope of this document. There are other resources to which executives should refer in developing confidentiality policies and procedures (see Resource section, which follows). The most recent of these, developed by the Canadian Mental Health Association, Ontario, addresses the specific application of PHIPA to community mental health and addiction agencies, and provides numerous case examples.

In brief, however, there are five issues to be considered when developing policies for the disclosure of information:

1. Is the information “personal health information”?

2. If so, is disclosure required by law?

3. If disclosure is not required by law, what is the purpose of the disclosure?

4. Has the client indicated that he/she does not wish the information to be disclosed?

5. Given the purpose of the disclosure, what form of consent is required?

6. Is the client capable of providing consent?

Personal Health Information 

PHIPA defines “personal health information” as oral or written information about the individual, if the information:

· Relates to the individuals’ physical or mental health, including family health history

· Relates to the provision of health care, including the identification of persons providing care

· Is a plan of service for individuals requiring long-term care

· Relates to payment or eligibility for health care

· Relates to the donation of body parts or bodily substances or is derived from the testing or examination of such parts or substances

· Is the individual’s health number

· Identifies an individual’s substitute decision-maker

Legally Required Disclosures

Under some circumstances, health care providers may be required, by other legislation, to disclose a client’s/consumer’s personal health information. The Health Promotion and Protection

Act, for example, requires mandatory reporting of certain communicable diseases, while the Child and Family Services Act requires reporting of child abuse or neglect

Purpose of the Disclosure

PHIPA identifies 14 circumstances in which health information custodians may/must
 disclose personal health information with implied consent. Three of those 14 circumstances are discussed below
:

Disclosures Related To Providing Health Care

PHIPA permits the disclosure of personal health information for the purpose of providing health care under the following circumstances:

· The disclosure must be reasonably necessary for the provision of care

· It is not reasonably possible to obtain consent in a timely way

· The individual has not instructed the custodian not to disclose the information.

Disclosure By A Facility That Provides Health Care 

Unless the individual specifically requests otherwise, hospitals and other health care facilities may confirm: 

· That an individual is a patient or resident

· The individual’s general health status

· The location of the individual within the facility 
Disclosures For Health and Other Programs

Custodians may disclose personal health information: 

· To determine or verify eligibility to receive health care

· To a person conducting an audit or accreditation

· To a registry of personal health information for the purpose of improving the provision of health care

· To a medical officer of health or other public health authority.

Most of the disclosures required to coordinate care for the client/customer are consistent with those three purposes. In circumstances other than those defined in PHIPA, custodians must obtain the knowledgeable consent of the client/consumer or his/her substitute decision maker before disclosing personal health information. 

Client Instructions Not to Disclose

Clients may choose not to have specific personal health information disclosed to another provider. In the event that a client/consumer has instructed a health information custodian not to disclose information, the custodian may not do so unless required to by law.

What Form of Consent is Required?

For the purpose of providing health care, and under other permitted circumstances, PHIPA allows the disclosure of personal health information with the implied consent of the client/consumer. The consumer’s implied consent can be assumed if the agency has posted a notice that describes its privacy policy and defines the conditions under which information will be disclosed. Consent cannot be assumed if the custodian has reason to believe that the client would not give consent, or that he/she has withdrawn consent.

Under any other circumstances, the client’s express consent (either oral or written) is required. If the consent is oral the custodian or agent should make a note in the client’s health record. If it is written, the original document should be kept on file. 

NOTE: Form 14 under the Mental Health Act is no longer an acceptable format for written consent; its use should be discontinued.

Capacity to Consent 

PHIPA establishes criteria for determining capacity to consent to the disclosure of personal health information. If the client is deemed incapable of consenting, and consent is required, then the agency must seek consent from the client’s substitute decision maker.

Resources 

The following resources are available on the Accountability Supports Section of the Federation website at www.ofcmhap.on.ca: 

Templates from Community Mental Health and Addictions Privacy Toolkit: A Guide to Ontario’s Personal Health Information Protection Act:

· Privacy Notice

· Capacity Determination Form

· Consent to Disclose Personal Health Information

The Toolkit, published by the Canadian Mental Health Association, Ontario, is intended to assist community mental health and community addictions stakeholders to understand their obligations under PHIPA.

Sample policies:
· CMHA Brant County: 

· Release of Information 

· Client’s Access to Personal Information

· CMHA Toronto:

· Child Abuse Reporting

· Collection, Use and Disclosure of Client Personal Health Information

· Client Access to Personal Health Information
· Muskoka-Parry Sound Community Mental Health Service:

· Personal Health Information

· Consent to Collection, Use and Disclosure of Personal Health Information

· Withdrawal of Consent to Collection, Use and Disclosure of Personal Health Information: 

· Capacity and Substitute Decision Making for Consenting to the Use or Disclosure of Personal Health Information

· Serenity House: 

· Disclosure of Information to the Client

Additional resources are available online:

· Community Mental Health and Addictions Privacy Toolkit: A Guide to Ontario’s Personal Health Information Protection Act (2005) Canadian Mental Health Association, Ontario, available at www.ontario.cmha.ca
· A Guide to the Personal Health Information Protection Act (undated): Information and Privacy Commissioner of Ontario, available online at www.ipc.on.ca 

See:

· MR 29: Confidentiality of Audio/Videotapes

· MR 30: Confidentiality Policies and Procedures

· MR 31: Confidentiality Agreement

· MR 33: Release of Information 
� For a complete list of mandatory reporting requirements see Community Mental Health and Addictions Privacy Toolkit: A Guide to Ontario’s Personal Health Information Protection Act (2005) Canadian Mental Health Association, Ontario, available at � HYPERLINK "http://www.ontario.cmha.ca" ��www.ontario.cmha.ca�


� See discussion of required disclosures above.


� � For a complete list of permissible disclosures see the document cited above. 
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