MR 30

Agencies must develop policies and procedures to ensure client information is kept confidential.

Application

All funded agencies

Rationale

Mental health and addiction agencies are “health information custodians” as defined by the Personal Health Information Protection Act, 2004 (PHIPA). As custodians, agencies and their staff (known as “agents” under PHIPA) must “take reasonable steps to ensure that personal health information in their custody or control is protected from theft, loss and unauthorized disclosure and use” and protect records “against unauthorized copying, modification or disclosure.”
 Records must be retained, transferred and disposed of securely.
Discussion

The MOHLTC Operating Manual recommends that confidentiality policies should:

· Identify specific steps to be taken to safeguard information

· Identify limitations to confidentiality (e.g. circumstances in which the custodian is required to disclose personal health information)

· Ensure that no identifying information is disclosed unless the agency is legally allowed to do so 

· Ensure clients understand their obligations to respect each others’ confidentiality

· Ensure Board members are aware of their responsibility to maintain client confidentiality

Until the passage of PHIPA in 2004 there was no broadly applicable legislation binding all mental health and addiction agencies with respect to the management of personal health information. The introduction of PHIPA signaled changes in Ontario’s legal requirements for the collection, use and disclosure of that information. Full discussion of those requirements is beyond the scope of this document. There are other resources to which executives should refer in developing confidentiality policies and procedures (see Resource section, which follows). The most recent of these, developed by the Canadian Mental Health Association, Ontario, addresses the specific application of PHIPA to community mental health and addiction agencies, and provides numerous case examples.

In brief, however, there are four aspects of the legislation that executives should understand: 

· The definition of “personal health information”

· The definition of “reasonable protection” under PHIPA

· The type of protection required

· Penalties for failure to comply

Definition of “Personal Health information” 

PHIPA defines “personal health information” as oral or written information that:

· Relates to the individual’s physical or mental health

· Relates to the provision of health care

· Is a plan of service for individuals requiring long-term care

· Relates to payment or eligibility for health care

· Relates to the donation of body parts or bodily substances or is derived from the testing or examination of such parts and substances

· Is the individual’s health number

· Identifies an individual’s substitute decision maker 

· Any other information about an individual that is included in a record containing personal health information 

Definition of “Reasonable Protection”

What constitutes “reasonable” protection for health information is determined by three factors:

· The sensitivity of the information

· The risks to which the information is exposed

· The size of the “custodian”

Given the widespread social stigma that still exists, information about an individual’s mental health or substance abuse problem is, arguably, one of the most sensitive types of health information. Consequently, the threshold for defining “reasonable” protection of mental health and addictions information is likely to be set quite high, and to require rigorous policies, procedures and practices.

Types of Protection Required

Most mental health and addictions agencies record personal health information in both paper-based and electronic formats. Agencies must develop administrative rules for the management and storage of information in both formats. Policies and procedures should address:  

· The physical security of paper-based records (e.g. locked filing cabinets, proper disposal of old records)

· The technological security of electronic records (e.g. passwords, data encryption)

· Administrative controls (e.g. staff training, confidentiality agreements)

Penalties for Failure to Comply

PHIPA is enforced by the Information and Privacy Commissioner of Ontario. Someone who believes that there has been, or will be, a violation of PHIPA may complain to the Commissioner. Anyone found guilty of an offence under PHIPA could be subject to a fine of up to $50,000 (for individuals) and up to $250,000 (for corporations).

Resources

The following sample policies and procedures are available on the Accountability Supports section of the Federation website at www.ofcmhap.on.ca:

· Alpha Court Community Mental Health:
· Confidentiality 

· CMHA Brant County Branch:

· Confidentiality

· Confidentiality and Members
· CMHA Toronto:

· Overview of Privacy Compliance: Client Privacy – Personal Health Information Protection Act 
· CMHA Windsor-Essex County Branch:

· Confidentiality
· Muskoka Parry-Sound Community Mental Health Service:
· Confidential Information 

· Computers – Client Information

· Serenity House:
· Client Confidentiality 

· Waterloo Regional Homes for Mental Health: 

· Confidentiality 
The following additional resources are available online:

· Canadian On-line Education Resources (COER) 

The OFCMHAP has contracted with COER to provide its members with on-line education on subjects of interest. A seminar on confidentiality will be available in the near future. See Preface for additional information about www.coer.ca 

· Community Mental Health and Addictions Privacy Toolkit: A Guide to Ontario’s Personal Health Information Protection Act (2005). The Toolkit, published by the Canadian Mental Health Association, Ontario, is intended to assist community mental health and community addictions stakeholders to understand their obligations under PHIPA. It is available at www.ontario.cmha.ca 

· Fact Sheet: Safeguarding Personal Health Information (2005)

A primer on safeguards for protecting personal health information, developed by the Information and Privacy Commissioner/Ontario. Available at:

www.ipc.on.ca/docs/fact-01-e.pdf
· A Guide to the Personal Health Information Protection Act (undated): Information and Privacy Commissioner of Ontario, available online at www.ipc.on.ca 

Related Mandatory Requirements 

See:

· MR 27: Client Files

· MR 29: Confidentiality of Audio/Videotapes

· MR 31: Confidentiality Agreement

· MR 32: Disclosure of Personal Health Information

· MR 32: Release of Information

NOTE: Community mental health and addictions agencies are also subject to the Personal Information Protection and Electronic Documents Act (PIPEDA). Discussion of agency responsibilities under PIPEDA is beyond the scope of this document. However two sample policies are available on the Accountability Supports section of the Federation website at www.ofcmhap.on.ca:

· Drug and Alcohol Registry of Treatment (now called Connex Ontario):

· Privacy Policy

· CMHA Toronto:

· Overview of Compliance with the PIPEDA

· CMHA Windsor-Essex County Branch:

· Duties of the Chief Privacy Officer

� A Guide to the Personal Health Information Protection Act (undated). Information and Privacy Commissioner of Ontario.
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