MR 27

Agencies are required to maintain up-to-date, individual client files that record the treatment process and reflect best practices.

Application

All funded agencies

Rationale

Client files are the legal record of the client/consumers’ interaction with the agency. Good record keeping also provides a foundation for effective service delivery, and enhances communication and coordination among members of the team involved with the client’s care.

Discussion

The Operating Manual recommends that agencies’ record policies include:

· The type and amount of information that will be recorded 

· How information will be recorded 

· Who in the agency will have access to the files

· Who in the agency will enter data in the files

· How long files will be kept 

· How/where information will be stored 

· The process to follow when old records are destroyed

· The process to follow when replacing computers 

Appropriate policies and procedures for managing client files are determined by:

· Any relevant legislation

· Specific standards applicable to programs of the type offered by the agency

· Professional codes of practice governing health care providers employed by the agency

Legislation

In Ontario, the Personal Health Information Protection Act, 2004 (PHIPA) governs the collection, use and disclosure of personal health information by all health information custodians (community mental health and addiction programs are included in the definition of “custodians”). PHIPA requires that custodians “… have in place information practices that comply with the requirements of this Act and its regulations.” A number of those requirements relate to the creation and management of records
 containing personal health information (PHI). 

The other relevant legislation is the Public Hospitals Act, 1990 (PHA). Hospital-sponsored Community Mental Health and Addiction agencies are covered under the PHA.

Program Standards

Many of Ontario’s Community Mental Health Agencies operate Intensive Case Management Programs, Assertive Community Treatment Teams and/or Crisis Response Services. Newly released (May 2005) standards for those service types specify requirements for the content of the health record.

Professional Codes of Practices

Health care providers who are members of a professional college are bound by the college’s requirements with respect to record keeping. Staff of community mental health and addiction programs are most likely to be members of the Ontario College of Social Workers and Social Service Workers (OCSW&SSW) or the Ontario College of Nurses (OCN). Both Colleges include record-keeping requirements in their Standards of Practice. 

Resources

The following resources are included:

· Chart comparing record-keeping requirements

Sample policies are available on the Accountability Supports section of the Federation website at www.ofcmhap.on.ca:

· CMHA Brant County:

· Client’s File
· CMHA Peel:

· Policies and Procedures Related to Document Retention
· CMHA Toronto:

· Purpose and Contents of Client Records 

· Serenity House, Inc.: 

· Client Records 

· Waterloo Regional Homes for Mental Health:

· File Entry Guidelines 

Additional Resources are available online:

· Canadian On-line Education Resources (COER) 

The OFCMHAP has contracted with COER to provide its members with on-line education on subjects of interest. A seminar on confidentiality will be available in the near future. See Introduction  for additional information about www.coer.ca 

· Community Mental Health and Addictions Privacy Toolkit: A Guide to Ontario’s Personal Health Information Protection Act
The Toolkit, published by the Canadian Mental Health Association, Ontario, is intended to assist community mental health and community addictions stakeholders to understand their obligations under PHIPA. Available at:

www.ontario.cmha.ca/privacytoolkit/index.asp
· Personal Health Information Protection Act 

A downloadable version of the Act is available at: 

www.e-laws.gov.on.ca/DBLaws/Statutes/English/04p03_e.htm
· Fact Sheet: Safeguarding Personal Health Information (2005)

A primer on safeguards for protecting personal health information, developed by the Information and Privacy Commissioner/Ontario. Available at:

www.ipc.on.ca/docs/fact-01-e.pdf
· Maintenance of Consumer Information

This document, from the U.S-based National Mental Health Association, offers concrete, practical advice about the management of consumer records. Available at:

www.nmha.org/shcr/bestprac2/maintain.cfm
Related Mandatory Requirements

See:

· MR 30: Confidentiality of Client Records

· MR 28: Sponsored Agencies

· MR 29: Audio/Videotapes

· MR 30: Client Confidentiality

· MR 31: Confidentiality Agreement
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	· The type and amount of information that will be recorded
	General Requirements

· Requires that health information custodians:

· do not collect PHI if other information will serve the purpose

· do not collect more PHI than is necessary to meet the purpose


	General Requirements:

· Only information that is useful to the understanding of the situation and the management of the case should be recorded, including;

· Impartial and objective information relevant to the situation

· Recorder’s observations and opinions (must be  distinguished from information provided by the client)

· College members may use a “documentation by exception” system providing that the total record captures the minimum required content

· Recorded information conforms with accepted service or intervention standards and protocols and is in a format that facilitates the monitoring and evaluating of the effect of the service/intervention

· Information must not be false, misleading, inaccurate or otherwise improper

Record Content:

· the identity (name, date of birth, contact information, etc.) of the client

· the identity of the service provider

· the date, initiator and purpose of the referral

· the client’s situation/problem

· date and purpose of first contact

· the client’s history

· assessment, diagnosis, formulation and plan

· key elements of the contract/working agreement with the client the service provided 

· treatment and other interventions

· outcome or results and evaluation

· referrals out

· recommendations

· other services provided

· consent, releases or authorizations

· fees and charges (if any)


	· Intake process must be documented

· Standardized needs assessment

· Written discharge plan
	· Assessment of consumer outcomes, including status and stability

· Written follow-up plan, including criteria for follow-up, re-entry and linkage with other services

	· How information will be recorded
	
	· Records must be systematic, dated and legible

· College members must document their own actions

· Information is recorded when the event occurs or as soon as possible thereafter
	
	

	· Who in the agency will have access to the files


	· Only providers who are directly involved in the client’s care


	
	
	

	· Who in the agency will enter data in the files


	
	
	
	

	· How long files will be kept
	· No specific retention periods for records identified

· Requires that custodians retain records for as long as necessary to allow individual to exhaust any legal recourse under PHIPA
	· Not less than seven years from the date of the last entry
	
	

	· How/where information will be stored
	· Retain, transfer and dispose of records containing PHI in a secure manner

· Security includes:

Physical Security

· locked filing cabinets

· restricted office access and alarm systems

Technological Security

· passwords, user IDs

· encryption

· firewalls and virus scanners

· automatic back-up for file recovery

· audit trail

Administrative Controls

· concise written set of security rules

· appointment of an staff member with overall responsibility for security

· access restrictions

· regular audits of actual practices for compliances with security policies

· confidentiality agreements

 
	Paper Records 

· are kept in an area that is not accessible to persons who have no legitimate interest in the records

· records may be secured by lock and key

Electronic Records

· shared electronic systems have private access code or password

· system maintains an audit trail

· system allows for file recovery or provides other reasonable protection against loss of, or damage to, and inaccessibility of information

· system provides for a paper print out of the record
	
	

	· The process to follow when old records are destroyed
	
	
	
	

	· The process to follow when replacing computers
	
	
	
	


� NOTE: Under PHIPA, “record” means “a record of information in any form or in any medium, whether in written, printed, photographic or electronic form or otherwise, but does not include a computer program or other mechanism that can produce a record.” 


� Detailed discussion of the record keeping requirements of PHIPA is beyond the scope of this document. See Community Mental Health and Addictions Privacy Toolkit: A Guide to Ontario’s Personal Health Information Protection Act (August 2005) for additional detail.


� For discussion of record-keeping requirements under the PHA, see MR 28: Sponsored Agencies





Accountability Supports 
November 2005
       1/7

